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Executive Summary

VEDLIoT supports building complex systems based on very efficient deep learning
loT components. From a system'’s point of view, these behave slightly differently
than other components, especially with respect to security, safety, and robustness.
This is due to the fact that deep learning algorithms solve complex tasks by returning
probabilities with statistical error margins. Given a set of assumptions, this statisti-
cal error can be quantified and trade-offs between accuracy, response-time, energy-
consumption and other quality attributes can be optimized. These assumptions in-
clude:

» The context of operation.

* The quality of input as well as training environment.

In this preliminary deliverable, we sketch a requirements method that allows to de-
scribe the context of operation, quality attributes (such as security, safety, robust-
ness) for the full system, and functional requirements from the perspective of its
customers and users. Based on this, we then suggest an approach for architectural
decomposition of requirements that allows to specify VEDLIOT components. This al-
lows to achieve the following:

« Guarantee system behavior, given that a suitable context of operation is main-
tained.

» Guarantee quality of decisions (=output data) of VEDLIoT components, given
that a defined level of input data quality is met.

» Describe quality of input, training, and output data in relation to system pur-
pose and context of operation.

 Specify monitoring concepts for VEDLIoT systems that continuously track per-
formance and the expected behaviour of the system.
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1 Introduction
1.1 VEDLIoT Project Introduction

Computer systems have advanced at a very high rate for the last years and as a result
we are currently able to hold in our hands mobile devices that have orders of mag-
nitude larger computational power than what was available in the systems used to
place a man on the moon some decades agd] The enormous functional expansion
of the individual devices goes hand in hand with the availability of cheap communi-
cation technology, which facilitates the ubiquitous and spontaneous networking of
objects of all kinds. The result is a heterogeneous infrastructure that enables an un-
foreseen variety of new applications, services, and products for a smart, prosperous
society. Key sectors of high relevance for improving our quality of life are transporta-
tion, industry, and our homes. For these and other sectors, applications that seemed
to belong to the “science-fiction” are now starting to become implementable.

Regarding transportation, the increasing population and in particular the increasing
population density in urban spaces urges for more efficient and effective transporta-
tion solutions that are at the same time flexible to fit each one’s needs as well as safer
than the existing ones. Self-driving cars would be a potential application towards ad-
dressing these goals. In terms of industry, (Industry 4.0), significant advances have
been observed in the manufacturing of goods so essential for the development of
our society. Automation has been introduced at a high degree in the industrial pro-
cess by means of robotisation, for example. There is a need to push even further the
efficiency, effectiveness, and productiveness. This will require to push automation
to a new level. Self-optimizing and self-maintaining production lines could be one ap-
plication that would target these goals. Finally, our homes are designed to provide
us with the necessary space for our needs of a safe and controlled environment. At
present, they are mostly a passive element in our life. User-centric automation could
significantly improve the situation by enabling better self-adaptation to our chang-
ing needs as well as variations of external conditions. In addition, it should evolve to
become more interactive as to further improve our quality of life. Smart-home with
smart-devices could provide a solution towards the above set goals.

The increasing functionality of future technical systems is accompanied by a higher
design and management complexity. A purely manual configuration of the upcoming
complex devices and networks will become more and more difficult. In order to over-
come these emerging problems as well as the presumably continuing heterogene-
ity of existing technologies, future products and services must be easily scalable and
equipped with Features that Facilitate the automatic adaptation to each otherand, es-
pecially, to the user. Furthermore, current system engineering approaches for build-
ing such systems start to fail and cannot be applied to find resource-efficient solu-
tions to these applications. The amounts of data collected to be processed are ex-
tremely large, the computational power required is extreme and thus requires large
amounts of energy and the algorithms are too complex and cannot deliver solutions
within the tight time constraints. Even describing requirements and constraints

Thttps://www.independent.co.uk/news/science/apollo-11-moon-landing-mobile-phones-
smartphone-iphone-a8988351.html
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Figure 1.1. Global picture of VEDLIoT. This deliverable will discuss WP2: Requirements.

such as security, privacy, or robustness For such systems, and guaranteeing that
these are fulfilled, becomes a critical challenge and threatens the deployment of
such Futuristic applications to society.

The solutionistointroduce adisruptionin traditional systems and design approaches.
On the one hand, instead of traditional algorithms to solve these complex problems,
algorithms based on artificial intelligence and deep learning can be effectively used
to handle the large complexity in a graceful way. On the other hand, computer sys-
tems need to be broken into different components in order to be placed where they
are most needed and can be more efficient. At the same time all components should
work together as a large collaborative system. In such a system computation exists
in devices of different “shapes” and “formats” or configurations that are connected
with each other, often via a high-bandwidth connection. Such systems are known as
Internet of Things (IoT). loT devices can spread all the way from the sensor nodes
collecting the physical data, which can then interact with a system at the edge that
can eventually interact with other systems up to the cloud, where larger common re-
sources are available, forming what we call the compute continuum from the edge to
the cloud.

An effective enabler that aims at delivering the framework to provide the solution for
advancement in the automation for different key sectors is VEDLIOT, a Very Efficient
Deep Learning loT system. Arepresentation of the different components of VEDLIOT
is shown in Figure[1.1]

In terms of hardware, VEDLIoT offers a platform, the Cognitive IoT Platform, which
is composed of different systems, each one adapted better to its level of operation
in the compute continuum. In addition, these systems include devices to support the
latest high-bandwidth and low-latency wireless interconnection technology (e.g. 5G
or LoRa). In order to deliver the necessary required computational power at the dif-
ferent levels, the platform may include dedicated Hardware Accelerators. Different
instances of these accelerators are available so that it is possible to cover the differ-
ent needs and requirements of the IoT devices.

The VEDLIOT toolchain will address the task of interfacing Al software to hardware
in a comprehensive fashion leveraging and building on existing open source com-

8
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ponents. Uniquely, the toolchain development will be closely coordinated with the
Edge-to-Cloud IoT Distributed System and the emerging use cases from industry with
their specific needs and with a human-centric focus aimed at delivering trusted solu-
tions to end users. The optimization toolchain sits between well-known and widely
used DL frameworks (e.g. TensorFlow) and backend technologies involving compil-
ers and hardware interfaces. The intermediate representation and optimization will
be agnostic to underlying hardware platform offering support and interoperability
across a range of hardware platforms. Robustness, privacy and security measures
will be incorporated into the toolchain. It will enable processor vendors, device mak-
ers, and deep learning developers to rapidly bring new and independent innovations
in machine learning to a wide variety of hardware platforms and applications.

VEDLIoT is driven by the challenging use cases in the key sectors of automotive, in-
dustry, and smart home. In addition, within the context of the VEDLIoT project, there
will be an open call to explore new opportunities by extending the application of the
VEDLIoT infrastructure to a larger set of relevant and new use cases.

Finally, the whole framework is supported by cross-cutting aspects that guarantee
at all levels that the systems satisfy qualities of security, privacy and trust as well
as robustness and safety. In order to build systems that incorporate such qualities
by design, these aspects include specialized methods for defining requirements and
architectures for systems built based on VEDLIoT, for specifying components. In addi-
tion, novel mechanisms to analyze such qualities during development and continuous
integration of VEDLIoT-based systems will be developed. Finally, the use of runtime
monitors will allow to assess the ability to guarantee such qualities at runtime and to
gracefully bring a VEDLIoT-enabled system into a safe state in case of problems.

Overall, VEDLIOT offers a framework for the Next Generation Internet (NGI) based
on loT devices capable of solving the complex deep learning applications in a collab-
orative manner across a distributed system that is secure and satisfies robustness
guarantees. Altogether, the VEDLIoT infrastructure provides the means for advance-
ment leading to solutions for the challenging problems in emerging use cases such
as autonomous driving.

1.2 VEDLIoT WP2 Introduction

The ability to apply disruptive systems and methods such as VEDLIoT in real world ap-
plications relies on advances in development methodology. New methods for effec-
tively describing requirements for Al-based algorithms that are distributed over loT
devices from edge to the cloud and how they relate to end-user concerns and needs
are a crucial part of the solution. These methods build the foundation for specifying
components of such systems in a way that enables to reason about robustness and
safety as well as to enable security, privacy and trust by design.

In VEDLIOT, these cross-cutting aspects are prepared for in WP2. A high-level method
to break down use cases into context description and requirements towards VEDLIoT
components directly relates to two of VEDLIoTs key objectives:

Objective 6: Security, privacy, and trust by design

Objective 7: Robustness and (functional) safety
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WP2 aims to find methods to do verifiable requirements and specifications for all
levels of the system architecture for all individual use cases. This includes ways to
describe sensor behaviour and data space structure in a generic way. It also includes
the sensor output information format and validity as well as the variation of infor-
mation quality based on sensor usage and environment. Sensors can be any type of
information source both based on physical measurements and data mining.

VEDLIoT systems contain both traditional software and hardware components, and
Al components running on specialised Al acceleration hardware. The challenge is not
only to specify and design the Al components, but also to integrate them together
with the traditional components into an overall Al enabled system. In WP2, a com-
positional architectural framework has been developed that solves the challenge of
co-design of traditional software, hardware, and Al components, while concurrently
ensuring safety, security, privacy, and ethical aspects of the overall system.

The architecture definition shall describe the flow of information and description of
the required refinement at the different nodes of the system. Furthermore, it shall
account for possible latency and loss of data over the entire data flow network, and
it shall include all data sources, the required data processing and the data output in-
terface. This WP will also create the specifications and requirements for the selected
pilots and use cases. This includes both hardware and software as well as testing and
benchmarking requirements and specifications. The specific objectives for this WP
are methods for:

« extracting Al architecture specifications from the requirements;

« creating sub-block design specifications, software and hardware, from architec-
ture and requirements;

« developing performance metrics for the Al processing design;
 developing verification processes for the Al processing system;

 developing specifications, performance metrics and verification processes for
defined use cases.

1.3 VEDLIOT T2.1 & T2.2 outlining

In this report, we present preliminary results with respect to Task T2.1 and T2.2.
1.3.1 Task 2.1: Requirement methods & performance metrics (M1-M18)

» Context definition based on use case, will enable different processing require-
ments. It is necessary to define a context in which the system is supposed to
operate and in which the system specifications will be valid;

« Functional requirements;

 Data quality requirements. The data to be processed at each node has to fulfill
a defined level of quality with respect to precision, dynamic range and noise, as
well as other higher-level qualities such as sensitivity, timeliness, and trustwor-
thiness; An architectural framework that supports co-design of systems consist-
ing of traditional software components and VEDLIoT components.

10
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1.3.2 Task 2.2: Specification & verification methods (M1-M18)

« System and sub-block specification methods. Based on the proposed architec-
ture specifications for hardware and software, operational feature blocks shall
be identified and defined.

» Real-time performance, redundancy, security and safety levels. The maximum
allowed processing output latency with respect to actual event timing needs
to be defined. Also the processing robustness as defined by, among others,
ISO26262 and SOTIF documents needs to be considered in the analysis meth-
ods developed in this task. The security requirements both for sensor and pro-
cessing platforms as well as the transfer of data over different channels must
be defined.

» Operating environment description. The final operational specification requires
an operating environment description, for example the definition of an opera-
tional design domain (ODD). All the expected use cases and the corresponding
environment shall be described in an ODD;

« Update and maintenance methods. This task will try to propose safe and secure
ways of updating the complete system. It will also evaluate the way of maintain-
ing the system in real time to evaluate if and when updates will be necessary;

* Verification data selection. Based on the specifications and methods developed
in this WP it is necessary to define a method to select the data set that can be
used as verification of the set requirements.

It therefore covers the methods to elicit, analyse, refine, and specify requirements.
We have actively arranged our way of working to provide guidance to Task 2.3, which
covers the specification of pilots and use cases. Given that both Report D2.1 and D2.3
are published in parallel, only a certain level of consistency can be achieved. We ex-
pect to use examples from the pilot and use case specification to a larger extent in
D2.5, which is the final report on the methods for requirement, specification, perfor-
mance metrics and verification of context limited Al processing systems, and which
will build on this intermediate report.

In this preliminary report D2.1, we include work in progress. In particular, we are
citing Master’s theses that are still ongoing and use results from papers that currently
are in submission. We encourage readers to look for the updated report, in which
the preliminary findings may be replaced by refined versions, and where a number of
papers and theses that are currently in submission will be hopefully accepted.

1.4 The VEDLIoOT Thing

The IEEE 2413:2019 Standard provides an Architectural Framework for the IoT [32].
It defines a Thing as "an loT component or IoT system that has functions, proper-
ties, and ways of information exchange”. In addition, the standard emphasises the
need for appropriate security of the information that is stored on a Thing or being
exchanged between things.

The standard defines an /oT environment as "the set of loT components available to
be composed into loT systems, the network connecting the components, and any as-

11
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Figure 1.2. Characteristics of "a Thing” in the context of Very Efficient Deep Learning in the IoT.

sociated services for discovery, composition, and orchestration”. Combining loT com-
ponents that interact with each other through an l1oT environment allows to form /oT
systems. An example of an loT component in a connected, typically distributed loT
system, is a cyber-physical device. A cyber-physical device is characterised by being
able to interact with the physical world through sensors and/or actuators [26]. Other
examples of loT components are data storage devices, networking equipment, or pro-
cessing nodes.

Especially the availability of efficient hardware for massive parallel processing gave
a significant boost in using deep neural networks in many loT applications, such as
Smart Healthcare (Health Monitoring, Disease Analysis), Smart Home (Home Robotics,
Speech Recognition), Smart Transport (Traffic Prediction, Autonomous Driving), and
Smart Industry (Fault Assessment), see [58] for acomprehensive survey on Deep Learn-
ing empowered loT applications. Compared to manual feature specification, Deep
Learning allows for a significantly easier extraction of complex features from the raw
data provided by sensors or other sources of data in the loT system.

To understand the peculiarity of a VEDLIoT component in comparison to a regular
loT component, we asked the participants of a workshop meetingﬂ to give free text
answers (with multiple answers possible) on the question What is a VEDLIoT Thing?
After the meeting, the answers were categorised into themes. The themes were cho-
sen to fit best the answers given from the participants, but also to represent typical

2wWork Package 2 Architecture Workshop Meeting on 21st February 2021. 20 participants repre-
sented the industry partners and academic partners in equal parts.

12
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loT characteristics. The final map is shown in Figure[1.2] While sensing and actuating
can still be typical characteristics, the main characteristics are in the field of Al/Deep
Learning and Data.

Answers such as "An inference machine”, "A device that efficiently uses ML (Machine
Learning)”, and "Deep Learning light-weight inference engine” indicate that one char-
acteristic of a VEDLIOT Thing is the ability to perform efficient inference using deep
learning.

Efficient inference with deep neural networks can be supported with Accelerator, as
mentioned by another participant. A VEDLIoT component is also described by a par-
ticipant as "Something that enables Al-based applications in loT”, which indicates that
a VEDLIoT component is an extension providing Al capabilities to the IoT.

Another answer was A VEDLIoT Thing is “[sJomething that trains a model”. In order
to be able to train a deep learning model, data must be made available. Some par-
ticipants described a VEDLIoT Thing as “Something that curates data”, "A Thing that
collects data”, and "A data complexity reduction unit”. Being able to handle potentially
large data amounts seems to be another relevant characteristic of a VEDLIoT compo-
nent.

The participants of the workshop were further asked to rank a set of typical loT com-
ponent capabilities, taken from [31], where a score of 1 means strong disagreement
that a "VEDLIoT Thing” requires that capability, and 5 indicates strong agreement
that a "VEDLIoT Thing” needs that particular capability. The result of the survey is
given in Table[1.1] It shows that communication, data processing and data transfer-
ring capabilities are highly important to VEDLIoT, while controlling actuators and pro-
viding a human-machine-interface are less important capabilities.

Based on the results from the common workshop that took place on 21st February
2021, a common view on what a "VEDLIoT Thing” could comprise is illustrated in Fig-
ure[1.3] The figure shows two major groups: Inference and Connectivity. Inference
is enabled through Deep Learning, which, based on the use case, needs certain pro-
cessing capabilities, accelerators and real-time scheduling. A monitoring system en-
sures continuous supervision of the Al, and other components, and, because data is
the core of Al, data management organises data collection, filtering, and, if required,
data storage. On the connectivity part of the “"VEDLIoT Thing”, network interfaces
ensure connectivity, data transfer controls the data flow between devices and sup-
porting services allow for security protocols, remote management and additional ser-
vices such as time synchronisation. Finally, because many VEDLIoT components will
run as embedded devices, power management regulates the energy and power re-
quirements for the device.

13
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Table 1.1. Survey on required capabilities for a "VEDLIoT Thing”. 16 participants answered the

survey,.

*:Score of 1is a strong disagreement that a VEDLIoT component needs the capability, a score of

Version 1.00

5indicates strong agreement.

**: Supporting capabilities include, among others, time synchronisation, data encryption, authen-

tication, or remote component management)

**%: | atent capabilities are capabilities that lie dormant for future use. An example is a USB port,

to which nothing is connected yet.
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Capabilities Score*
Network Interface Capability 4.9
Data transferring 4.4
Data processing 4.4
Sensing 4.1
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Data storing 2.7
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Application Interface capability 2.3
Human Ul 2
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2 Background

The VEDLIoT toolchain addresses the task of interfacing Al software to hardware in
a comprehensive fashion leveraging and building on existing open source compo-
nents. Robustness, privacy, safety, and security measures will be incorporated into
the toolchain. VEDLIOT has been driven by use cases taken from industry, automotive
and smart home. In addition, an open call has been initiated to apply the VEDLIoT
toolchain to a larger set of relevant and new use cases. In order to build Al systems
that incorporate the right robustness, privacy, safety, and security measures, special-
ized methods for defining requirements and architectures need to be developed for
VEDLIoT. In addition, novel mechanism to analyze these qualities during development
and continuous integration of VELDIoT-based systems must be made available. This
includes the use of runtime monitors which allow to assess the ability to measure and
therewith guarantee such qualities at runtime. Overall requirements and the system
architecture of a VEDLIoT-based system must be putin relation with specification and
design decisions of its loT components and the distributed Al algorithms.

2.1 Current best practices

2.1.1 System Architecture
2.1.1.0 Challenges with architectural frameworks For Al systems in the loT

We applied three steps in order to derive and understand the challenges with archi-
tectural frameworks for Al systems in the IoT: In a first step, we compiled a list of
relevant standards, and standard-like documents that provide a starting point for un-
derstanding architectural frameworks for the loT and Al systems. While standards are
a good representation of the state of practice for a proven technology, a literature
survey helped us understand the current state of the art in research, especially in re-
gards to systems engineering for Al. As a third step, we conducted a workshop and fo-
cus groups with practitioners in order to truly understand and validate the challenges
we need to account for in an architectural framework for distributed Al systems.

2.1.1.0 Standardisation of architectural frameworks

A natural starting point when discussing system architecture is the ISO 42010 stan-
dard on architecture description [37] and ISO 15288 [39] for the life cycle manage-
ment of an architectural framework. Most terms and definitions in this paper will be
taken from these standards.

2.1.1.0 Standardisation of architectural frameworks for the loT

Based on the architecture ontology and methodology of ISO 42010, the IEEE pub-
lished a standard for an architectural framework for the loT [31]. The purpose of
this standard is to "provide a framework for system designers to accelerate design,
implementation, and deployment processes”. It therefore is as a key reference for
the proposed architectural framework. Besides major standardisation institutions
such as ISO and IEEE, there are many organisations and interest groups which provide
standardisation attempts for architectural frameworks for the l1oT. Good overviews
of standardisation attempts for IoT architectures can be found in [86}74], and in the
architecture section of [66].
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The 10T is a network of cyber-physical devices and systems, and, although it does
not directly address 1oT, NATOs architecture framework [14] provides an architectural
framework for large distributed systems of intelligent agents. Ideas from the NATO
Architecture Framework serve as input to the proposed architectural framework for
distributed Al systems.

2.1.1.0 Standardisation of architectural frameworks for Al

In 2021 international standardisation For architectural frameworks of Al systems is
still ongoing. The only published international standard relevant for Al systems is
currently ISO/IEC TR 20547 which describes a standardisation of big data reference
architectures [42]. Table[2.1]provides an overview of ongoing international standard-
isation efforts.

Table 2.1. List of ongoing international standardisation related to architecture frameworks for
Al system

Number Title Status

Al system life
ISO/IEC WD 5338 Preparatory

cycle processes

Reference architecture
ISO/IEC WD 5392 Preparatory

of knowledge engineering
Functional safety

ISO/IEC AWI TR 5469 Proposal
and Al systems

Framework For Al

) ) Under
ISO/IEC DIS 23053 systems using machine
_ Approval

learning

Artificial intelligence - Under
ISO/IEC TR 24030

Use cases publication

Overview of

ISO/IEC DTR 24372  computational approaches Indraft

for Al systems

2.1.1.0 State of the art for Al systems architecture

In a research agenda for engineering Al systems, the authors provide a list of chal-
lenges when developing architectures for systems with Al components [8]: Providing
the right (quality of) data used for training, establishing the right learning infrastruc-
ture, building a sufficient storage and computing infrastructure and creating a suit-
able deployment infrastructure. The latter includes monitoring of the behaviour of
the Al systems under operation, because it might only be possible to detect and cor-
rect flaws in an Al systems after deployment [5]. Furthermore, Al systems does not
only consist of Al components, but relies also on conventional software and hard-
ware components. The development of Al components and traditional system com-
ponents must therefore be aligned to avoid unwanted technical debt [78]. However,
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as Woods emphasises, traditional architecture frameworks, such as the 4+1 architec-
tural view model by Kruchten [53]], does not account for data and algorithm concerns
connected to Al component development [92]. Generally, new stakeholders (e.g.
data engineers, or governmental agency overseeing the use of Al in society [19]) and
new concerns connected to Al like data quality aspects, ethical considerations such
as fairness or explainability and eventually many more, need to represented through
new architectural viewpoint. An example of such an additional viewpointis a learning
viewpoint governing the view on the machine learning flow [67].

Developing Al components is a hierarchical, yet also iterative task: Prepare training
data / environment, create a suitable model, train and evaluate the model, tune and
repeat training, and eventually finally deploy and monitor the run-time behaviour of
the trained model [8,/84]. To fulfil a stakeholder’s goal with a system, its design needs
to be decomposed into different levels of system design, and consistency needs to
be ensured in order to satisfy high level requirements [22]. In addition, the system
design must also allow for "middle-out development”, where existing components
need to be integrated in the overall system design (e.g. transfer-learning from ex-
isting Al models or integration of off-the-shelf components) [68]. Murugesan et al.
propose a hierarchical reference model which supports the appropriate decomposi-
tion of requirements to the composition of the system’s components. In their model
they define how components can be decomposed into sub-components. To ensure
consistency between the system architecture and the requirements, they define the
terms consistency, satisfaction, and acceptability. One major advantage of their model
is that, if decomposition of system components is done correctly, these components
can be independently specified and developed.

2.1.1.0 Focus on challenges of system design for Al systems in the loT

When combining Al with the properties of the Internet of Things, new concerns might
arise that are not yet foreseen by standards and literature. To understand these con-
cerns, we conducted in February 2021 a workshop with academic and industrial part-
ners in the VEDLIoT project.

The aim of the workshop was to identify concerns relevant for a reference architec-
ture concept for VEDLIOT. The workshop was conducted remotely using interactive
survey elements such as Mentimeter and Microsoft Forms.

After presenting the aim of the workshop, the participants were presented with fun-
damental concepts of Architectural Framework for the 10T as described in IEEE 2413-
2019 [31]. The participants were given Table 1 from the standard showing common
stakeholders of loT systems. They were further asked, if, when considering loT sys-
tems with Al components, they think additional stakeholders need to be considered.
The participants agreed that the list of common stakeholders from [31] contains all
relevant stakeholders, and that the only additional stakeholder in regards to the Al
components are legislator / policy makers who mightimpose additional rules, e.g. for
transparency or explainability of the Al's decisions.

In a second step, the workshop participants were asked to list relevant concerns for
systems that are part of the IoT and contain Al components. The list of concerns for
loT systems given in Table 2 of [31] was provided to the participants in advance of
the workshop. During the workshop, the participants were asked to list all relevant
concerns for loT systems with Al components that are either on the standard’s list of
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Figure 2.1. Concerns relevant for systems of the loT with Al components

Interpretability

concerns, or are not mentioned by the standard.

The result was collected in a mind-map and, together with the participants, clustered
into what we will call “clusters of concerns”. The resulting mind-map is presented in

Figure[2.1]

To summarise the findings from literature and the workshop, we identified that when
combining architectural aspects for the 10T and for Al systems, many new concerns
arise beyond traditional software engineering, such as data quality aspects, heuris-
tic Al modelling, Al learning, or even ethical considerations. New stakeholder such
as data engineers enter the stage, and common languages or interfaces need to be
found between the different stakeholders. Architectural views, governed through
viewpoints, help to capture the different concerns from different stakeholders, but
typical architectural frameworks, such as the ISO 42010 [37] or the IEEE 2413 [31]
standard cannot cope with the large set of architectural views necessary to satisfy all
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Table 2.2. Participating partners in workshop on an architectural framework for VEDLIoT

Industry Academic

No Name
Partner Partner

1 Industrial loT v

2  Smart Home v

3 Automotive Systems v

4 DL Optimization v

5  AlHardware v

6  Requirement Engineering v

7  loT and Al research v

8  Alsystems development v

Security concepts

O
N

for IoT and Al

10 Al Hardware Research v
Systems Safet

11 J v
Concepts

stakeholders’' concerns. One major challenge we identified in the workshop is the dif-
ficulty to keep track of dependencies, e.g. through correspondence rules, between
the different architectural views. Another problem of current architectural frame-
works is the lack of a clear system development hierarchy, which would support the
early identification and mapping of dependencies between different architectural
views [69].

2.1.1.0 Terms and definitions

For this report, we will refer to a terminology which follows the ISO standard on archi-
tecture description for system and software engineering [44] and the IEEE standard
for an architectural framework for the internet of Things (l1oT) [32]:

Architecture specific

architecture: "Fundamental concepts or properties of a system in its environment
embodied in its elements, relationships, and in the principles of its design and
evolution” [37];

architecture description: "Work product used to express an architecture” [37];

architecture framework: “"Conventions, principles and practices for the description
of architectures established within a specific domain of application and/or com-
munity of stakeholders” [37];

architecture view: "Work product expressing the architecture of a system from the
perspective of specific system concerns” [37];
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architecture viewpoint: "Work product establishing the conventions for the con-
struction, interpretation and use of architecture views to frame specific system
concerns” [37];

concern: “Interest in a system relevant to one or more of its stakeholders” [37];

interface: "Shared boundary between two functional units, defined by functional
characteristics, signal characteristics, or other characteristics as appropriate”
[33];

model kind: "Conventions for a type of modelling” [37];

performance: “"Quantitative or qualitative level of a property at any point in time
considered” [31];

privacy: "Right of individuals to control or influence what information related to
them may be collected and stored and by whom and to whom that information
may be disclosed” [31];

Reference model: "A reference model is an abstract framework for understanding
significant relationships among the entities of some environment. It enables
the development of specific reference or concrete architectures using consis-
tent standards or specifications supporting that environment. Areference model
consists of a minimal set of unifying concepts, axioms and relationships within a
particular problem domain, and is independent of specific standards, technolo-
gies, implementations, or other concrete details. A reference model may be
used as a basis for education and explaining standards to non-specialists” [31];

reliability: "The ability of an item to perform a required function under given condi-
tions For a given time interval” [35];

resilience: "Ability of a system or component to maintain an acceptable level of ser-
vice in the face of disruption” [31];

safety: "The condition of the system operating without causing unacceptable risk of
physical injury or damage to the health of people, either directly, or indirectly
as a result of damage to property or to the environment” [41];

security: "A condition that results from the establishment and maintenance of pro-
tective measures that enable an enterprise to perform its mission or critical
functions despite risks posed by threats to its use of information systems. Pro-
tective measures may involve a combination of deterrence, avoidance, preven-
tion, detection, recovery, and correction that should form part of the enter-
prise’s risk management approach” [38];

service: "The means by which the needs of a consumer are brought together with
the capabilities of a provider” [31];

stakeholder: "Anindividual, team, or organization (or classes thereof) with interests
in, or concerns relative to, a system” [37];

technical artifact: "Entity that is designed by humans and that has a composition.
The composition of the technical artifact enables Functions that are accessible
to humans and other technical artifacts” [17].
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loT specific

application: "Functional unit that is specific to the solution of a problem. Note that
an application may be distributed among resources, and may communicate with
other applications” [36];

coexistence: "Ability of two or more devices to operate independently of one an-
other in the same network respecting the common rules for sharing the same
medium” [36];

=2

confidentiality: "Property thatinformation is not made available or disclosed to unau-

thorized individuals, entities, or processes.” [40]

data: "Representation of facts, concepts, orinstructionsin a formalized manner suit-
able for communication, interpretation, or processing by human beings or by
automatic means” [31];

data type: "A set of values together with a set of permitted operations” [31];

device: “Independent physical entity capable of performing one or more specified
functions in a particular context and delimited by its interfaces” [34];

entity: "A particular thing, such as a person, place, process, object, concept, associ-
ation, or event” [34];

physical entity: "A physical entity is a discrete, identifiable part of the physical envi-
ronment that is of interest to the user for the completion of her goal. Physical
entities can be almost any physical object or environment; from humans or an-
imals to cars; from store or logistics chain items to computers; from electronic
appliances to closed or open environments” [31];

system: "Set of interrelated elements considered in a defined context as a whole
and separated from its environment” [17]

thing: "Any physical entity in combination with its digital representation” [31]

virtual entity: "Computational or data element representing a physical entity” [31]

Al specific

Al-based system: Asystem consisting of various software and potentially other com-
ponents out of which at least one is an Al component [62];

Al component: "A part of a system. The component uses primarily Al” [62];
Al library: “A special Al component that provides a concrete implementation of Al
algorithms” [62].

2.1.1.0 Al taxonomy
This reports follows the taxonomy proposed in [62] for Al as shown in Figure[2.2]
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Figure 2.2. Taxonomy for Al based on [62]

2.2 Identified problems with current best practices

From the use cases, we derive four problem areas that demand for fFurther research.
Figure[2.3]illustrates that all four problems are interconnected with each other.

PA 1: Contextual definition and requirements; The ability of ensuring a desired sys-
tem behaviour requires that the context, in which the machine learning model
is deployed, is clearly defined.

PA 2: Data attributes and requirements; The context, and especially the ability to
guarantee certain system quality attributes such as safety and robustness, on
the other hand will impose non-functional requirements which will lead to re-
quirements of the data in use.

PA 3: Performance metrics, reproducibility, comparability and real-time monitoring
of trained machine learning models; To achieve continuous improvement of the
system and to enable the system to react on situations where functionality and
quality attributes can no longer be satisfied, performance monitoring and re-
porting needs to be established in the given context.

PA 4: Human Factors; For the success of the system, human factors must be consid-
ered - will humans accept decisions of the automated system? Will they react
accordingly? Will this affect the performance of the system in use?

Figure illustrates that all four problems are interconnected with each other. In
addition, a cross-cutting aspect relates to process support for modern system devel-
opment approaches and the success of solutions within each problem area depend
on good integration into engineering practice.

Given the dependencies between the problem areas, we focus on the first two prob-
lem areas, because good conceptual approaches for managing context and data re-
quirements will supportidentifying solutions in the other problem areas. The follow-
ing research question will guide us through our work on requirement methods for
the VEDLIoT project. Itis an initial collection of relevant research questions, and not
necessarily all of them will be answered in this project.
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Process support (Al DevOps, agile . rrl
system dev., etc. .

Figure 2.3. The development of complex, Al systems implies the need of certain abilities (blue
boxes) that depend on solutions for challenges in four areas (red/yellow boxes). We argue that
one has to find solutions for the red challenge areas before approaching the yellow challenge
area.

2.2.1 PA 1: Contextual definitions and requirements

In the automotive use case, the problem of contextual definitions is probably most
obvious: Today, an ADAS cannot operate in any given driving situation. The system is
designed and tested to perform safely only in a priori defined conditions. According
to SAE [76], these operating conditions define the operational design domain (ODD).
A significant problem for the development of more automated vehicles is a lack of
a common definition for the ODD of a vehicle [52}27]. Still, the original equipment
manufacturer (OEM) must be able to guarantee a certain system behaviour and espe-
cially safety attributes.

If deep learning is used to enable complex object (people, obstacles) and pattern
(road markings) detection, the ODD, as a way to describe the context in which the
vehicle will operate, will govern the required performance of the trained machine
learning model. The problem of contextual definition can even be abstracted beyond
the automotive use case to other applications of machine learning:

A trained machine learning model cannot be placed into another context without ap-
propriate new training and testing. The context can also change slowly over time.
To preserve the ability of ensuring the system’s behaviour, significant more trans-
parency about the entire life-cycle of a machine learning model will be required. It
must be shown that the context, in which a machine learning model operates, is suit-
able. A starting point towards more transparency for machine learning models are
model cards [64].

23

==



D2.1 Version 1.00 VEDL

Very Efficient Deep Learning in loT

The importance of proper context definition for machine learning becomes apparent
in the no-free-lunch-theorems [91]. In brief they state that over all data-generating
distributions, every machine learning algorithm will perform equally poor when con-
fronted with previously unobserved data. It is necessary to make assumptions on the
probability distributions that the trained model is expected to encounter in the ap-
plication. Those assumptions, or beliefs, can be explicit by directly stating assumed
probability distributions over parameters of the model. They can also be implicit by
choosing learning algorithm that are biased towards choosing some class of function
over another [24]. A link obviously exists between the context of an application and
the expected data attributes.

Research Questions: Contextual definitions

RQ 1-1: What challenges arise when deriving contextual definitions and re-
quirements from use cases?

RQ 1-2: Which practices would be appropriate for deriving contextual defini-
tions and requirements?

RQ 1-3: How to express and document explicit or implicit beliefs based on the
derived contextual definitions?

2.2.1.0 Research roadmap

A First step to answering the research questions is a qualitative exploratory study. A
deeper understanding of the problem in a realistic environment can be gained with
data collected in interviews and focus groups. The main goal of the interviews is to
get a better understanding of the challenges in defining the context for applying ma-
chine learning. The interview partners will be function developers and experts from
the OEM domain, a Tier 1, or a Tier 2 automotive supplier.

A thematic analysis of the collected data will be performed to create a suitable model
by interconnection [15]. In a focus group the findings of the study shall be validated
and evaluated by the interview participants and other relevant stakeholders.

2.2.2 PA 2: Data requirements and quality attributes of data

Data, and especially their representation in the form of probability distributions are
the core of machine learning. Different types of data (input data, training data, test
data, etc.) play a role when deploying and using machine learning or deep learning.
Each type can even further be categorised: For an autonomous driving system there
could be driver data, vehicle data, surround data, and global data for example. The
other use cases have similar data categories such as user data, sensor platform data,
or cloud data.

The contexts in which machine learning algorithms are used govern properties of the
data used in design time (e.g. during the training and testing) and during runtime.
Furthermore, data often originate from many different sources with varying degree
of quality, which can be a challenge for the ability of ensuring the system'’s behaviour
in a given context. Especially if system quality attributes, such as safety or robust-
ness, must be ensured, it is crucial that the used data are trustworthy, timely, and of
the required quality. An Al will be trained with data representing a context in which
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the system is expected to operate. However, if the context changes over time, prop-
erties of the input data to the Al change as well [87]. Based on the context, there
will be requirements on the input data in order to allow the Al to arrive at the right
decision. An example for a data requirement could be, that the data shall represent
a given probability distribution for which the Al has been trained. Only then can a
machine learning model arrive at the right decision. During operation, the system
might also record data that allows developers to continuously receive feedback and
to implement improvements in the overall system, e.g. through retraining to correct
for a (slowly) changing context.

Although data are probably the most important aspect of a machine learning appli-
cation, there is no proper system to determine and manage the required quality and
quantity of the data. Not only since the introduction of more rigid data privacy rules,
such as GDPR, there is a growing pushback to the idea to "collect as much data as
possible” for a machine learning application in the hope that the right data might be
among them.

Research Questions: Data attributes and requirements

RQ 2-1: What are relevant challenges of managing data quality requirements
when developing large distributed systems based on deep learning?

RQ 2-2: What constitutes a data quality framework for developing large sys-
tems based on distributed deep learning?

RQ 2-3: To what extend can relevant challenges of managing data quality re-
quirements be mitigated by a data quality framework for developing sys-
tems based on deep learning?

2.2.2.0 Research roadmap

To find answers on the proposed research questions, we intend to combine literature
review, data analysis, and a design science research methodology. From the automo-
tive use case, typical data parameters such as precision, timeliness, dynamic range,
and noise are collected from sensor specifications and data examples. Combined with
interviews and workshops with ADAS and deep learning experts, and following the
methodology for design science studies [71}(51], the principal goal of the research is
to devise a solution for understanding data quality requirements and dependencies
between data types in distributed systems using machine learning models.
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Literature references

Previous research on data quality in software engineering and data quality
frameworks serves as a starting point:

» The significance of data quality in design, validation and implementation
of software [6].

» A proposed data quality framework for distributed computing environ-
ment [20].

» The effects of data quality on machine learning algorithms [79].
A data quality assessment and monitoring framework [3].
 Characteristics and challenges of big data environments [9].

« Reporting mechanisms of data quality in distributed networks [47].

« Requirements for data quality metrics [30].

2.2.3 PA 3: Performance definition and monitoring

The next step after having established a framework for defining the context of the
machine learning application, and required data attributes, is the definition of per-
formance metrics, or key performance indicators (KPI), and subsequently the setup
of monitoring regimes.

Performance definitions and monitoring of machine learning enabled systems allows
to check that the system stays within its guaranteed system behaviour. In addition, it
supports development processes by providing developers with feedback on how the
deployed machine learning model performs "in the field”. Only a continuous mon-
itoring of the system allows for continuous integration and control of the machine
learning model.

While it is meanwhile common practise to use machine learning models for fault de-
tection, there are only very few efforts to use fault detection in machine learning
models. How can we ensure that a machine learning model is fault-free during its op-
eration? The questions on how faults e.g. in a deep neural network can be classified
and detected are not answered yet. Beyond fault detection, fault isolation and fault
handling can help ensuring safety goals for systems with Al.

A concrete research roadmap will be derived based on the finding of the research on
contextual definition and data attributes, but some general research questions about
performance monitoring of machine learning models are:
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Research Questions: Performance definition and monitoring

RQ 3-1: What are suitable performance metrics / KPIs for trained machine
learning models in a given context?

RQ 3-2: What approaches are possible to compare / compete different trained
machine learning models for a given context?

RQ 3-3: What faults can occur in a machine learning model? Can faults in ma-
chine learning models be classified in different categories?

The performance requirements set during the requirement engineering define which
metrics need to be used. Machine Learning requires probabilistic thinking, such that
requirements such as "The system shall always detect an obstacle ahead” cannot be
validated. The term "always” suggests that the system shall detect an obstacle in
100% of all cases, which is unfeasible with a probabilistic system. Instead, proper
metrics, such as uncertainty measures suggested in [85] need to be introduced and
the requirements need to be adopted accordingly. Section[4.2.3|provides an overview
of how requirements can be adopted to probabilistic systems.

2.2.4 PA 4: Human Factors

Literature references

Previous research on human factors related to automatic vehicles and Al sys-
tems:

» Leeetal. highlight the dangerif human factors are not sufficiently consid-
ered during AV design, related to achieving sufficient safety, trust and ac-
ceptance as well to avoid the miss-use and disuse of the automated tech-
nology [55].

« Hancock's warning that human factors must be integrated in automation
design [29].

* Alist of socio-technical challenges [28].

* A methodology based on multidisciplinary cognitive engineering (CE+)
[83].

e The User Centered Ecological Interface Design (UCEID) that enables in-
cluding HF considerations in the early stages of the overall system design
processes [75].

When building complex Al systems and products, it is important to complement a fo-
cus on internal, technical aspects of the system (e.g. the conditions and capabilities
of the system in a given context) with a fFocus on how the intended users will interact
with it in a realistic context. For this focus, ergonomics and human factors must be
taken into account. Understanding human factors is particularly important for build-
ing a system that users accept and trust in. To achieve the desired results, it is critical
to consider human factors right when the concepts are developed, i.e. as part of re-
quirement engineering.
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However, it is challenging to integrate human factors into the development process
of complex Al systems, such as automated vehicles. One reason for this is the need
to shorten the time-to-market when developing new features. Hence development
teams focus more on technical parts and may not possess enough human factors com-
petence to design them according to the users’ needs.

Since many developing organizations are transitioning to agile or continuous system
development and reject the idea of comprehensive upfront requirements, develop-
ment teams cannot fall back to requirements specifications for the purpose of includ-
ing human factor constraints in their design decisions.

New advanced and Al-enabled safety features such as for example automated emer-
gency braking (AEB) have changed the interaction of human drivers with the their ve-
hicle significantly. This frees up mental resources and improves the quality of driving
but also affects other traffic participants and their behavior. While Al-enabled sup-
port fFor driving tasks have dramatically changed in just a few years, humans have not
changed in the past millennium. So, while, designing such functionalities, we need
to keep in mind some key elements (limitations and capabilities) from the perspec-
tive of humans and specifically of users. For example, the fact that humans override
or deactivate AEB functionality has become a major limitation in its ability to make
traffic safer [60]. Such scenarios must be analysed from a human factor perspective.
Thus, we suggest to investigate the extent to which human factors must be consid-
ered when analysing required functionality and quality of the system and its compo-
nents, in particular in relation to modern system development approaches.

VEDLIOT is concerned with a technological platform for Al-intense systems and al-
lows us to investigate appropriate decomposition of requirements and architecture.
Human factors are not a key concern in VEDLIoT, but our ambition is to link VEDLIoT
to other EU research projects that complement the aspects of human factors, such as
SHAPE-IT["l SHAPE-IT focuses on the transportation domain, but specifically focuses
on the interaction of Al-intense automatic vehicles (AV) with users and other traffic
participants.

Research Questions: Human Factors

RQ 4-1: In what way must human factors be considered for understanding and
ensuring system behaviour of Al systems?

RQ 4-2: In what way must human factors be considered for understanding and
ensuring system quality attributes of Al systems?

RQ 4-3: How can Human Factors knowledge be effectively used in modern sys-
tem development approaches?

2.2.5 Cross-Cutting research problem: Integration in modern system develop-
ment

In systems development, there is a general trend towards agile, DevOps, and con-
tinuous deployment, since such approaches promise shorter time-to-market and in-
creased responsiveness to change [25]. To achieve these goals, organisations rely on

Thttps://www.shape-it.eu
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empowered, self-organised teams that take responsibility for features from incep-
tion, over design, implementation, and test, to deployment [50]. Ideally, such em-
powered teams allow for fast responses to change, since teams can make decisions
directly. In order to facilitate such quick decisions for Al systems, and to prepare for
scalability, the responsibility for any activities related to our problem areas should lie
with the teams to the largest possible extent. In order to achieve this, the organisa-
tion must provide sufficient support:

* Requirementsinformation model for context, data requirements, performance
metrics, and human factors.

 Traceability information model that allows to identify and resolve inter-team
dependencies

» Methodological support to generate and manage knowledge about context,
data requirements, performance metrics, and human factors

Literature references

Previous research on integrating requirements management into modern sys-
tem development approaches as a starting point:

» The state of the art in these areas with respect to machine learning has
recently found unsatisfactory, especially in automotive use cases where
ISO26262 does not well match the nature of deep neural networks [7].

« Anoverview of RE-related challenges in scaled-agile system development
[48].

« Adiscussion of requirements information models that support collabora-
tion across organizational boundaries [88].

» Considerations of challenges related to defining traceability strategies
[59] and traceability information models for modern system development
approaches [61},89,11,[13].

 Discussions of RE practices at scale [88] and boundary objects for
requirements-based coordination [49,(90].

. J

Research Questions: Integration in modern system development

RQ X-1: What are characteristics of suitable requirements information mod-
els?

RQ X-2: What are characteristics of suitable traceability strategies?

RQ X-3: What are characteristics of suitable methodological support?
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3 Architectural Framework

The main goal is to introduce an architecture framework based on compositional
thinking that is suitable for the development of distributed Al-based systems in the
VEDLIOT project.

A major challenge in Al system design is the lack of design patterns, standards, and
reference architectures that support the co-design of traditional software compo-
nents and Al components [62]. When designing a system, a range of quality aspects,
such as safety, security, and privacy needs to be taken into account. For Al systems,
ethical aspects such as explainability of decisions, fairness, and participation play an
important role during the system design process. Therefore, the architectural frame-
work for VEDLIoT shall not only support the seamless design and integration of tra-
ditional software components and Al components, but also allow for all necessary
quality concerns to be taken into account as early as possible in the design process.

3.1 Architecture descriptions fFor distributed systems

ISO 42010 provides a conceptual model of an architecture description as depicted in
Figure[3.1] Theidea of anarchitectural framework s to provide a knowledge structure
that allows the division of an architectural description into different architectural
views [70]. An architectural view expresses “the architecture of a system from the
perspective of specific system concern” [37]. The conventions of how an architectural
view is constructed and interpreted is given through an corresponding architectural
viewpoint. The design of a system-of-interest needs to account for different concerns
of different stakeholders. Therefore, the architecture of the system-of-interest must
be expressed through many different architectural views. Several views on the archi-
tecture of the system-of-interest allow for factoring the design task into smaller and
specialised tasks.

Designing a large, distributed system is a hierarchical process [68]. Therefore, for a
given concern, there exist several views at different levels of abstraction. The hier-
archical design process allows for the co-evolution of requirements and architecture,
known as the “twin peaks of requirements and architecture” [69,/12].

Zardini et al. show how applied category theory supports the co-design of hardware
and software for an autonomous driving system [93], and Bakirtzis et al. apply com-
positional thinking to engineering of cyber-physical systems [2]. It seems natural to
apply compositional thinking to the evolution of system architectures by establish-
ing suitable descriptions of the abstractions levels for the architectural views, their
classification into clusters of concern, and the relation between the views.

3.2 Clusters of concern

In bi-weekly meetings throughout the first half of the year 2021, both industrial and
academic partners of the VEDLIoT project analysed the use cases and applied the
compositional architectural frameworkidea. The entire version history of the VEDLIoT
architectural framework can be found in the supplement materia(l

TAvailable on the VEDLIOT cloud server https://cloud.vedliot.eu/f/14483
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Figure 3.1. Conceptual model of an architecture description [37]

Clusters of concerns are determined through the identified use cases based on the
operational context and high level goals (in Figure[4.1]referred to as functional goals
and quality goals) for the desired Al system. For example, privacy might not be of
concern for an Al based diagnostic system detecting faults of a welding robot, but
safety could be of paramount concern.

The results, illustrated in Figure[2.1] from a project workshop were used as a starting
point for discussions on the necessary clusters of concern during bi-weekly meetings
of the VEDLIOT partners.

In a first step, the group identified four major groups of concerns to emerge for the
architecture framework:

Behaviour and Context contains aspects that concern the static and dynamic be-
haviour of the system, as well as the context and constraints for the desired
behaviour.

Means and Resources contains aspects of the system that enable the desired be-
haviour. Obviously, this includes the required hardware that executes the de-
sired behaviour. For Al systems, two more concerns play a significant role as
"means to execute a desired behaviour”: Choosing the right machine learning
model, or deep learning model, is one of them. Classification of objects in vi-
sual images would require a different deep neural network setup than identify-
ing spoken words for natural language processing. The second concern which is
characteristic to Al systems is the learning setting: Through a learning process,
the Al model is trained to imitate a desired behaviour. Planning and preparing
the learning of the Al model therefore becomes a "mean to execute a desired
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behaviour” within an Al system. Learning can be conducted through preparing
training datasets, or, in the case of reinforcement learning, could be done in a
simulated environment.

Communication dealswith aspects of data, connectivity and communication between
nodes or components of the desired system, which is one major concern when
developing distributed systems, such as automotive systems, or systems in the
loT.

Quality concerns basically encompasses all quality aspects described through qual-
ity attributes which can affect the architecture of the system. Examples are
safety, security, privacy, robustness and ethical concerns. The latter caninclude
aspects such as fairness and explainability. Recent legislation shows that the
ethical aspects become a central concern when developing Al systems [19].

Then, in a second step, for each of the groups of concerns, the participants of the
bi-weekly meetings analysed the use cases of VEDLIoT and determined the required
clusters of concerns.

3.3 Behaviour and Context

To describe an architecture reflecting the desired behaviour of the system, two clus-
ters of concern are introduced: Logical Behaviour covers views that are concerned
with the static behaviour of the system, and Process Behaviour covers views con-
cerned with the dynamic behaviour of the system. The Context and Constraints
cluster of concern covers views on the system that define the context and limits the
design domain. The latter cluster of concern is typically not explicitly mentioned in
architectural frameworks, instead implicitly included in e.g. views of the behaviour
of the system. However, for Al systems it is beneficial, sometimes even required, to
explicitly state the desired context and to define views on the constraints and the
design domain of the system. An example is the Operational Design Domain of auto-
mated vehicles as discussed in [27]. A challenge for the application of Deep Learning
are changing contexts. It is common to collect the necessary training and testing data
for deep learning networks through some form of big data pipeline. However, Jameel
et al. highlight that one cannot assume stationary of that data, and over time proper-
ties of the data assemble might change, which requires regular retraining of the ML
models based on that data [45]. A usual assumption for the training and testing of ML
models is that the data are drawn from stationary probability distributions. [56]. This
assumption, however, might not hold in reality, i.e. the context might slowly change
over time, and the probability distribution of the input data changes therefore slowly
with time as well. Without retraining or adaptation, this change of context can ren-
der the ML model inadequate over time. There is initial efforts to detected drift in
deep learning performance due to context changes, for example [18], or run-time
uncertainty detection [85].

3.4 Means and Resources

The concerns in this group include views that allow to describe the resources and
means available for the system to execute the desired behaviour in a given context.
Typically, it includes views on the hardware architecture and component design of
the system under the cluster of concern Hardware. Additionally, two Al related clus-
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ters of concern have been identified: First, the concern Al models contains views that
describe the setup and configuration of the required Al model. For example, classifi-
cation of objects in an optical videostream requires a different deep neural network
configuration then recognising commands in a voice recording or predicting trajecto-
ries of other vehicles in the vicinity. Choosing the right Al model setup is a system
design decision which requires suitable views on the Al model in relation to the over-
all system. Furthermore, the learning strategy of the Al model has paramount impact
on the final behaviour of the Al system. Trained with the flawed datasets (e.g. bias
present in the data), the behaviour of the Al system will exhibit the flaws learned dur-
ing the learning process (e.g. it will show a bias in the decisions). The learning process
forthe Almodelis part of the system design process, and therefore the cluster of con-
cern titled Learning covers views on the system that allow to define and setup the
learning environment for the Al model. The concerns of Al model and Learning have
many dependencies between each other, which will be expressed through correspon-
dences.

3.5 Communication

Communication is what drives the 1oT. Two clusters of concerns have been identified:
First, InfFormation accumulates views on the system that model the information and
data exchangedin and through the system-of-interest. Second, the cluster of concern
Connectivity contains views on the means of communication available to the system
and its resources.

3.6 Quality Concerns

This group contains concerns that influence the desired quality of the system. The
cluster of concern Safety provides an example here: Assume one is to follow the
workflow of ISO 26262 [41]. The starting point to designing a safe system is to iden-
tify, safety goals that the architecture, as part of the functionality providing item,
needs to fulfil. This is often done through a Hazard Identification and Risk Assess-
ment (HARA), which provides abstract information applicable on the entire system.
On the next lower level of abstraction, the functional safety concept provides a view
on a more detailed system architecture that introduces functional safety require-
ments and redundancies (through safety decomposition in hardware and software
components) with the aim to assure the fulfilment of the earlier specified safety
goals. On the next more detailed level, the technical safety concept provides infor-
mation on the technical realisation of the functional safety concept. In addition, and
not explicitly mentioned in ISO 26262, we propose that the run-time behaviour and
monitoring is part in the system design process. For safety concerns, this could mean
the introduction of safety degradation concepts and safety monitoring.

Further identified relevant clusters of concerns for quality aspects of an Al system in
the IoT are Security, Privacy and Ethical aspects such as Fairness and Transparency.
For embedded system, energy efficiency can be taken up as explicit quality aspect
covered by an own cluster of concern. Unlike previous architectural frameworks for
the 10T, such as [31], the compositional thinking in the architectural framework al-
lows for co-designing the system to fulfil the explicitly identified quality concerns. It
means that already early in the system development, correspondences between the
views regarding the quality concerns and other views in the architecture description

n n

are established. The final system can then be said to be “Safe by design”, "Secure by
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design”, "Efficient by design”, or "Fair by design”.
3.6.1 Example of correspondences between a quality concern and the remaining

architecture concerns

Assume a system that shall trigger the brakes when an object is detected in front
of the vehicle. Assume further, that, through the HARA, the following safety goal
has been identified: “The system shall not trigger the emergency brake unintentionally

(ASILF| B)".

Brake
Request

Datastream

Docisi -
(e.g. video) ecision Unit

(Visual Object
Detection)
[ASIL B]

Actuator Unit
»  (Brake System)
[ASIL B]

Sensor Unit
(Camera)
[ASIL B]

Figure 3.2. Conceptual system architecture for an automotive automatic emergency brake sys-
tem

A preliminary high-level system architecture, as illustrated in Figure|3.2|consists of a
sensing element (camera), a decision unit (object detection algorithm on an embed-
ded platform), and an actuator (brakes). While the brakes are typically designed to
a high safety integrity level (typically up to ASIL D), the camera and object detection
algorithm might not be able to achieve even ASIL B. Therefore, we introduce a safety
decomposition in the functional safety concept through redundancy in the sensing
system: With an additional lidar sensor, together with a second object detection al-
gorithm specifically designed for detecting objects in lidar point clouds and indepen-
dent from the first object detection algorithm allows to reduce the required safety
integrity level of all redundant components to ASIL A(B), which might be easier feasi-
ble toimplement. The final high level system architecture after safety decomposition
is illustrated in Figure[3.3] By introducing the safety decomposition in the functional
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Independence Requirement between components
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Figure 3.3. Conceptual system architecture for an automotive automatic emergency brake sys-
tem after safety decomposition

safety concept, correspondences to the system hardware architecture view and the
logical components view were established in order to fulfil the required safety con-
cerns. On the next level of abstraction, the technical safety concept establishes a
view on the overall system'’s architecture that allows the fulfilment of the functional
safety concept. For example, the technical safety concept provides a view on the sys-
tem architecture that requires the logical component "Visual object detection” to be

2Automotive Safety Integrity Level
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deployed on safety certified hardware components, which creates a correspondence
to the computing resource allocation view; or that the object detection algorithm
only works at daylight, which creates a correspondence to the constraints / design
domain view.

3.7 Compositional architecture framework for VEDLIoT

The final conceptual model of a compositional architecture framework based on the
stated propositions is illustrated in Figure [3.4] Figure[3.5presents an compositional
architectural framework that includes all earlier identified concerns for distributed
Al systems. The architectural framework is a composition of a number of clusters of
concern, highlighting that it is “the combining of distinct parts or elements to form a
whole” and “the manner in which such parts are combined or related'f| Therefore, we
referred to it as “compositional architectural framework for VEDLIoT".

Stakeholder Group of
concerns
1.* <>
has
v
1.% 1.*
Business Goal determine P> Cluster of cl::{elatlon /
- 1> orrespon-
or Use Case |1 concern d
. ence
A exists on
addresses v
Architecture governs B> Architecture \/> Level of
viewpoint view 1.* Abstraction
describes /
specifies
v
System-

of-interest

Figure 3.4. Conceptual model of an compositional architecture framework

3https://www.thefreedictionary.com/compositional
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3.7.1 Levels of abstraction in the architecture

The First level of abstraction includes architectural views that provide an abstract and
high level view on the system-of-interest. On that level, all views provide a way to
describe the system and context on a knowledge level, which provides information
for Further, more concrete system development. For example, the high level Al model
view could elaborate on which functions should be fulfilled through an Al.

On the next level of abstraction, the conceptual level, the views provide a more con-
crete description of the overall system-of-interest. Components are not detailed yet,
but the overall system composition becomes clear and the context of operation is
clearly defined. For example, the Al model could be concretely shaped as a Deep
Learning Network with a required amount of layers. All views combined on this level
provide a system specification that sets the system-of-interest in context and elabo-
rates on how the desired functionality is fulFilled.

The most concrete level at design time of the system is the design level, which in-
cludes views that clearly shape the final system-of-interest. Resources are allocated
to components, the Al model is configured to work most efficiently in the given en-
vironment, and the concrete component hardware architecture is designed. The solu-
tion specification concretely describes the finalembodiment of the system-of-interest.

Lastly, the run-time level provides views that concern the continuous monitoring and
run-time events of the system-of-interest. The views describe how the behaviour of
the system shall change under a changing environment, which aspects of the system
need to be monitored, and how the system can be updated / continuously improved
after deployment. The result is a solution and monitoring specifications, which out-
line the required monitoring concept for a given system solution.

The connection between the system description and specification s illustrated in Fig-
ure[3.6

£t

3.7.2 Monitoring and controlling concepts for the run-time behaviour of advanced

Al systems

The main purpose of VEDLIoT is to allow for advanced Al systems empowered through
deep neural networks and deep learning. Unlike rule-based Al, deep learning net-
works cannot be programmed using fixed objectives and rules. Instead, the neural
network finds the rules based on presented training data and returns probabilities
and error bounds when performing inference with previously unseen data.

For traditional software systems, the desired objectives of the system can a priori
be well-defined in requirements and specifications and excessively tested and vali-
dated against the earlier specified stakeholders’ preferences. The system then be-
haves static (except if dynamic aspects are explicitly included and specified in the
system) and monitoring of these systems serves primarily to report on misbehaviour
of the system caused by bugs or other mistakes during the design process. For proba-
bilistic Al systems the assumption that all desired objectives can be defined a priori of
system design does not hold. A probabilistic system, such as a system based on deep
learning, does not follow a-priori defined rules. Instead, it tries to find rules (prob-
ability distributions) based on the data it is presented with. The challenge is, that
during the design process it cannot exhaustively be ensured that the deep neural
network indeed found the rule that matches the stakeholders’' preferences with the

37



D2.1 Version 1.00 VEDL

Very Efficient Deep Learning in loT

training data it was presented with. The challenge becomes even more critical when
the probabilistic system is not static in its behaviour (meaning it is trained once, and
the trained behaviour is not changed at run-time), but instead can adapt and learn
at run time autonomously based on the data the system encounters while operating.
To ensure the desired behaviour of the overall Al system, the VEDLIoT architectural
framework explicitly contains the previous mentioned run time level that contains
views on how the system can be monitored and controlled at run time. Two crucial
views are behaviour and context monitoring. The behaviour monitoring ensures that
human stakeholders see and understand how the Al system behaves at run time. Fur-
thermore, VEDLIOT systems will be designed and trained for a specific operational
context. If the Al system leaves the specified operational context, the behaviour will
most likely not follow the desired behaviour anymore. The system could react on
a context change by adapting its behaviour (e.g. safe stop in an autonomous vehi-
cle), or by employing continuous learning to adapt the behaviour to the new context.
Allowing the Al system to autonomously adapt its behaviour based on continuous
(reinforcement) learning is not without problems, because it could lead to violation
of desired quality concerns. Therefore, all quality concerns (ethics, security, safety,
energy, privacy, and more if needed) have their own monitoring and control concept
that need to be fulfilled at run time.

Stakeholers with business goals and use cases

Concerns

Clusters of Concern

Y

Knowledge /

Analytical Level v

System and
Context Description

Y

Conceptual Level
A4

System Specification
A4

Design Level
\ 4

Solution Specification

A 4

Run Time Level

Y

[\

Monitoring
Specification

Figure 3.6. Link between architectural levels of abstraction and specifications
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4 Requirement Methods

This chapter discusses requirements methods for VEDLIoT based systems. The re-
quirements method complements the architectural framework and focuses on activ-
ities and tools (templates, workshop guides) to elicit the required information.

« The architectural framework provides a refinement structure

- The columns of the framework correspond to concerns that a VEDLIoT-
based system either has or has not

- The rows of the framework correspond to abstraction levels, from high-
level on top to more concrete and specific on the bottom

« The requirements engineering method complements this:

— Business goals and Use Cases: On a high level, the scope and high level goals
about functionality and quality are described. This allows to reason about
which concerns (columns in the architectural framework) are necessary and
it also provides input towards the architectural views on the knowledge
and analytical layer

- System and Context Description: Based on the views on the knowledge and
analytical layer, the system and its context can be described. This allows to
externalize assumptions, and consider alternatives in which way the sys-
tem can address business goals and use cases best. This provides input to
the conceptual layer of views in the architectural framework.

- System Specification: Based on the views on the conceptual layer, concrete
requirements for the components of the system can be derived. In this re-
port, we Focus on functional requirements and quality attributes relevant
for VEDLIOT components.

Note that while this report organizes the content in a logical top-down fashion, the
architectural framework and requirements engineering method in VEDLIoT assumes
that knowledge can become available on all levels at any time. Thus, the focus is on
describing how the description can be made complete and how the missing views on a
conceptual or analytical level can be provided based on an existing design level view.

The following sections reason about Business goals and Use Cases and System and Con-
text Description, while we discuss System Specification in Chapter|[6|separately. Table
provides an overview of notations and practices that support each level and how
it relates to the architectural framework.

4.1 Define Scope, High-level Goals about Functionality and Qual-
ity, Prioritize Concerns

We perceive the development of a VEDLIoT based system as a complex, multi-organizational,
and multi-disciplinary endeavour. At its core is a simple design cycle:
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Table 4.1. Overview of notations and practices that support each level of requirements and how
it relates to the architectural framework.

Functional Quality Operational Relation to
requirements attributes context architectural
framework
High-level Business Quality grid No best Inform
requirements cases, scope, practice selection of
(corresponds user stories, known concerns and
to highest use cases content of
level, business views on
goals and use analytical layer
cases)
Stakeholder User stories, Quality No best Provide detail
requirements use cases, task  scenarios practice about success
descriptions known criteria from
stakeholder’s
point of view
system Feature Planguage, ODD and High-level
requirements requirements, testable context description on
(structural) quality description how system
data requirements, will address
requirements open metric, requirements
open target, based on views
quality on analytical
requirements layer; informs
on data conceptual
layer views
Design Allocation of Quality Specification Specification
requirements functionality contracts and on how for VEDLIOT
to individual constraints context can be components
components assessed by based on
system design time
views
Runtime Requirements Requirements  Context
requirements monitors monitors monitors
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Figure 4.1. Basic flow of building VEDLIoT-based systems

1. Understand the problem to be solved
2. Design and implement a solution
3. Verify design and implementation

4. Validate ability to solve problem

iterate

We recommend to anticipate these phases early on and to plan for them.

Figure [4.1] shows a high level overview of this multi-organizational process of build-
ing VEDLIOoT components for use in a VEDLIoT based system. At the beginning, goals
with respect to functionality and quality must be defined for a certain operational
context (often described as operational design Domain (ODD) in the automotive con-
text). This must be done in sufficient detail so that high-level architectural decisions
can be made, including the selection of hardware and specifically the sensors. Since
the interplay of hardware components and the placement of sensors in the overall
system can affect data quality, it is important to collect data with the selected hard-
ware. This data then needs to be annotated (at least in parts) and will then be used
to develop and train the model. Only at this point, it can be evaluated whether the

functional and quality goals can be reached in the operational context.
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Figure 4.2. Context diagram, describing scope and high-level functionality of a potential smart
mirror based system

If the goals can be met with the current setup, the VEDLIoT components can be de-
ployed into the VEDLIoT-based system.

If not, an iteration can be necessary, in which all or a subset of previous decisions
can be adjusted. Often, it will be unfeasible to adjust Functional or quality goals. The
operational context can however often be constrained further, to reduce the amount
of annotated data needed for model development.

A change in hardware and sensors may be necessary, but will result in high additional
cost. To mitigate this, in VEDLIOT we utilize reconfigurable hardware, which can be
adapted to changing requirements or environmental conditions at design time or
even at run time. This however creates new challenges to practices of documenting
architecture and requirements.

Annotation of data can be done incrementally and strategic approaches exist to opti-
mize the information gain per effort. However, if quality goals or operational context
change, existing annotations may become obsolete, which is a cost factor to consider.
It can be useful to have a strategy for partial annotation in an attempt to prove fea-
sibility of the current setup.

4.1.1 Define Scope

Laueson suggests the use of context diagrams to clearly indicate the scope of a sys-
tem [54]. In such a diagram, key stakeholders and their interaction within a given
domain is shown. Laueson in particular emphasises the need to distinguish between
domain events (e.g. a person attempting to achieve something within a smart home)
and system events (e.g. a person interacting with the smart mirror to trigger a cer-
tain action). The outcome of this activity is a list of domain and system events (or:
goals/tasks to achieve) and an initial characterisation of the operational context and
scope.

The example in Figure [4.2]illustrates this. The overall goal for the nurse is to ensure
the well-being of a patient living in a smart home. The domain level requirements
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for the smart mirror are therefore to send a notification to the nurse if the patient
misses a regular check-in. The ability to support regular check-ins by the patient as
well as specific setups by the nurse are then product-level requirements. This (fictive)
example shows the importance to align on the basic goals, events, and requirements
in a defined domain, when reasoning about a VEDLIOT component. In case of the
smart mirror, a discussion can now take place that relates to the ability to recognize
a particular patient and his/her well being, to the trade-off between ensuring the
patient’s privacy and the patient’s well-being, and so on.

Clearly, this is not a sufficient description of operational context. It is a starting point
for further refinement. In VEDLIoOT, we argue that this refinement requires to iterate
between problem and solution space. The analytical layer in the architectural frame-
work allows to refine the knowledge about context and scope from a solution space
perspective.

4.1.2 Functional goals

Functional requirements describe the behavioural aspects of a system, including the
inputs to the system, the outputs of the system, and behavioural relationships. The
domain and product events in the context diagram translate to high-level functional
goals. It can be a real enabler for efficient development work, if these can also be
traced to business goals, so that business value can be taken into account in prioriti-
zation and design decisions. The focus in this report is however on the further refine-
ment. User stories can be a good lightweight way to capture and discuss functional
goals from a stakeholder’s perspective. The typical template of a user story is as fol-
lows:

As a <role> | want <feature> so that <value>

This is a great way to capture stakeholder requirements, especially, if the value for
each stakeholder can be captured in a good way. Complex goals can also be captured
as use cases. A common critique with use cases is that they often mix problem and
solution descriptions. A good alternative can be task descriptions, that focus more on
the tasks that must be supported and less on how to support them. Regardless of the
concrete format (use case or task description), it is a best practice to make any ideas
for technical solutions explicit. For use cases in the VEDLIOT context, we suggest the
template in Table[4.2land to embed the use cases with references to context and data
definitions as suggested in Figure [4.3] which are based on works currently in review
at ajournal [73].

The template in particular emphasises the importance to capture the relation to any
concern, including context and constrains of the use case as well as needs with re-
spect to data and system quality.

In terms of input and output, it is common to describe data requirements as part
of the functional requirements. On a high-level, we recommend to describe basic
data structures and protocols. For the success of a VEDLIoT-based system, the quality
of data must also be described, for which there is a lack of support in requirements
engineering methods.
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Figure 4.3. High-level requirements information model that connects use cases to operational
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Table 4.2. Proposed use case template. Use underlined text to relate to other elements in the
requirements information model (see Figure[4.3).

Use case ID <ID> <the name should be the goal as a short active verb
phrase>

Description <a one or two line description of the goal>

Expected benefit <list of all the possible benefits and areas the use case can
be helpful>

Human factor aspect <if applicable: describe human capabilities, limitations,
objectives, and support to be provided; default: not
applicable>

Valid in context <A description of the context and constraints in which this

use case is valid, e.g. as post condition, pre condition, or
invariant. It is recommended to rely on ODD elements from
the ODD ontology in [16].>

Trigger <the action that starts the use case>
Steps

1. <steps of the scenario from trigger to goal delivery
and any cleanup after>

2. <..>

Existing or proposed solution <list of systems that already implement the use case; list
proposed solutions to keep rest of use case technology
neutral>

Concerns/constraints <list of important quality attributes or other VEDLIOT
concerns that apply to this use case>

Data requirement <list of data required, data qualities (e.g. volume in bytes
per hour), source and direction of data transfer>

4.1.3 Quality goals

Since functional requirements cover only behavioural concerns of the system, other
concerns must be handled separately. While often described as non-functional re-
quirements, this term has been found inaccurate. Glinz suggests to instead distin-
guish quality attributes (such as performance requirements and specific quality re-
quirements) and constraints [23]. The usual approach towards defining quality at-
tributes is to start from a taxonomy of quality attributes.

Ourinvestigation towards the architectural framework and its concerns offers a more
targeted starting point for potentially relevant quality attributes.

Quality attributes are notoriously difficult to handle. Key challenges include the ef-
fort involved in making them testable. Thus, on a high-level of abstraction, it is most
important to gain an overview of the relevant quality attributes, to prioritize them,
and to identify a way to refine them into a testable state that allows to clearly state
whether they are or are not fulfilled.

Lauesen suggests the use of a quality grid [54]. The quality grid is essentially a table
with relevant quality attributes in the first column and then an indication on whether

45

=2



D2.1 Version 1.00 VEDL

Very Efficient Deep Learning in loT

Table 4.3. Adopting the quality grid to VEDLIoT based systems.

£t

Quality factors  Critical Important Asusual Unimportant Ignore

for VEDLIOT-

based

system

Ethics UC1.3, UC1.b, UC2, UC3!

Security UC1.a,UC1.b UC3 uc2

Safety Uc22,uc1.b UCl.a uc3

Privacy ucss ucz2 UC1.3,UC1.b
Efficiency uc1.at uUcC2,ucC3 UcCit.b

Legend UC1.a: Industrial Use Case Motor Monitoring

UC1.b: Industrial Use Case Switchboard Monitoring
UC2: Automotive Use Case
UC3: Smart Home Use Case

Comments 1 potential ethical concerns are taken seriously in all use cases
2 The automotive use case and one of the
industrial use cases concern safety-critical products
3 Depending of context of using the smart mirror,
different privacy concerns occur
4 Low power consumption is essential in one

of the industrial use cases which is battery based

this attribute is more or less important than in comparable products. Usually, a simple
check mark or footnote would show the criticality, followed by a short explanation
on why a concern is more or less important than usual. In Table we provide a
preliminary assessment for the three main use cases in the VEDLIoOT project.

Reasons for prioritizing one concern over the other can include:

» Market position: With maturing products, functionality starts to disappear as
a distinction factor. Quality, in relation to competing products, becomes a key
business driver.

« Domain needs: Regulation or standardization, as well as the criticality towards
safety or security of a product are drivers for the importance of certain quality
attributes.

For a VEDLIoT-based system and its VEDLIoT components, we believe that the prior-
itization is critical. It allows to select the minimal set of concerns to capture in the
architecture (when following the architectural framework proposed in Chapter 3).
The architectural framework then, in turn, provides guidance in how to explore each
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quality. We will describe in Section 4.2.3, how quality requirements can be described
in a useful and testable way.

4.2 Define System and Context Description

Based on the analytical layer in the architectural framework, a description of the sys-
tem and its context can be specified. The goal is to derive and organize requirements
that relate to the individual views in the architectural framework and to create a solid
foundation for the architectural views on the conceptual layer. In this context, it is im-
portant to provide the following information:

1. Define a system context

2. Define system requirements
3. Define quality requirements
4,

Derive quality requirements for data and learning

The following sections give details on each of these topics.
4.2.1 Define System Context

There is a lack of consistent requirements engineering method to support specifying
requirements efficiently in context. Within VEDLIoT, we have investigated the state
of practice with consortium partners and uncovered the following challenges [57]:

Standards and Regulations At the moment, it is unclear how requirements with va-
lidity ina specific context relate to ethics or to other standards/regulations. This
makes it challenging to build arguments, e.g. for safety or fairness in a given
context. Further, laws and regulations differ between countries, causing addi-
tional complexity to international companies.

Deriving Context In many cases, the environment of operation can be hard to pre-
dict, especially, if it is dynamic. It is challenging to anticipate which aspects are
important, e.g. for the effective use of a particular sensor. Some environmental
or contextual aspects are hard to describe, and practitioners find it challenging
to argue for the completeness of a context definition.

Specifying Context The environmentand context of operationishard to modelwith
today’s methods. The lack of a clear industry standard for specifying/defining
context hinders efficient communication between organizations.

Validation Due to the difficulties in deriving and specifying context and the lack of
standards, it is difficult to validate whether the system FulFils its desired func-
tional and quality goals in the intended context.

Process and responsibility Since the context definition is not a requirements arti-
fFact, it will evolve independently. There might be a lack of synchronisation and
often, it is even unclear who is responsible for a change. The lack of an estab-
lished common process hinders effective collaboration. Communication of re-
quirements in context is in particular difficult, since the lack of standardized
representation causes misinterpretations among stakeholders.

47

£t



D2.1 Version 1.00 VEDL

Very Efficient Deep Learning in loT

With these challenges, companies are forced to err on the safe side and to consider
margins For achieving quality goals. Consequently, the cost of building VEDLIoT based
systems will significantly be increased by the lack of requirements methods.

In terms of solution approaches, we are just at the beginning. The goal is to identify
distinct properties of context, relying on established ontologies and taxonomies. How-
ever, itis clear that an jterative process with a strong feedback loop must be strived for.
Starting from simple tests and building knowledge in a strategic and prioritized way
is @ promising approach. Use cases can be an effective tool for communication, if
they are sufficiently traced to context. The ultimate goal, however, should be a stan-
dardised and structured process to engineer requirements and context definitions
consistently. Within VEDLIoOT, we hope to propose a useful process for the scope of
VEDLIoT based systems.

4.2.2 Define System Requirements

Various notations have been suggested to specify functional system requirements.
Most commonly used is a one-sentence style as follows:

The system/component shall <requirements>

In terms of notation, we would however recommend a look into EARS (Easy Approach
to Requirements Syntax) by Mavin. The basic structure of an EARS requirement is

While <optional pre-condition>, when <optional trigger>, the <system name>
shall <system response>

Based on this, it becomes easy to specify requirements that are ubiquitous, state
driven, event driven, relate to optional Features, or are unwanted.

Beyond the immediate syntax for specifying requirements, though, it is critical to en-
sure that requirements are up to date and consistent with system implementation
and testing. In the case of VEDLIOT, this is especially true, since we anticipate that
overall quality of the VEDLIoT based systems will depend on runtime monitors. If
these are inconsistent with the specified requirements, the system will be hard to
manage or to continuously develop.

The core reasons for changes in requirements include:

» Knowledge about the problems to solve has changed; this includes changes to
the high-level domain- and product-events to consider, as well as to the opera-
tional context that must be supported.

 Cross-cutting design decisions affect requirements for depending components.

We therefore recommend to manage system requirements close to code (particularly
runtime monitors) and tests. A recent trend to achieve this are systems to manage
textual requirements in version control systems, as for example the open source tool

TReqd]

Tavailable at https://gitlab.com/tregs-on-git/tregs-ng
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A key concern for VEDLIoT based systems relates to the probabilistic behaviour of
deep learning components, which render specification of a deterministic system dif-
ficult. While this remains a challenge open for further investigation, also in the re-
mainder of the VEDLIoT project, we sketch a potential solution approach. Describe
functional requirements towards the VEDLIoT component: Classify objects in video
stream, identify patient in front of smart mirror. Add additional requirements on re-
porting the confidence or likelihood that an object indeed is in the reported class.
These are functional requirements that can be specified towards a deep learning com-
ponent. Add additional quality requirements with respect to classification accuracyin
a given context. Based on these requirements, develop a strategy to reach functional
and quality goals on system level.

4.2.3 Define Quality Requirements

The key difficulties of defining quality requirements are

 Challenging to select a metric fFor measuring quality

» Challenging to select a target value

A common bad practice is to specify metrics and target values early on, thus, creating
a false sense of accuracy. Instead, it should be clearly mentioned if there is room for
negotiation, since often just small deviations from an established quality goal can
allow for much simpler solutions.

A good practice is to defer the selection of a metric or its target value, or even leave
it to the supplier to specify these. Lauesen refers to these approaches as open metric
and open target respectively [54].

QR1: The smart mirror shall identify a patient with accuracy (cus-
tomer expects higher than 0.9)

QR2: The model supplier shall specify the identification accuracy for sim-
ilar use cases as ours.

However, once knowledge about appropriate metrics and target values becomes avail-
able, Gilb's PLanguage notation can be a good way to document quality requirements.

Inspired by Lauesen [54], we provide the following example which includes hooks for

working with open metrics and open targets.

Tag: Accuracy How often the system correctly identifies a patient

Scale: (Supplier, please specify exact way of measuring accuracy)
Meter: Use n-fold cross validation with training data

Must: 90%

Plan: (Supplier, please specify)

Wish: 99%

Past: Manual authentication, error prone
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4.2.4 Derive Quality Requirements on Data and Learning

For the construction of a VEDLIOT based system, a given set of functional and qual-
ity requirements from a system'’s perspective in a given context has implications on
the quality of input and output data as well as the learning strategies that must be
guaranteed.

As with context, we identify this as a key weakness in the state of the practice in
requirements engineering, where data requirements are usually described in a func-
tional and static fashion. An empirical study within the VEDLIoT consortium reveals
a number of data related challenges [72].

Accordingly, challenges around data quality relate to the availability, the manage-
ment, the sources, the structure, and the trustability of data. The quality of software-
based systems is commonly distinguished as internal quality (structural properties
such as maintainability of the software) or external quality (the fulfillment of user
requirements—i.e., providing the desired functionality and quality) [21]. In contrast,
agile methods have introduced the idea to judge the quality of a system while in use
in a realistic or real target environment, as for example visible in agile practices such
as the on-site customer [4] and sprint demos [77]. Inspired by this, we preliminar-
ily cluster important quality attributes of data into internal quality (can be checked
when looking at the data directly), external quality (can be checked when executing
the system in a lab environment), and quality in use (can be checked with real users
in realistic context).

* Internal quality

— Compliance (The degree to which data has attributes that adhere to stan-
dards, conventions or regulations in force and similar rules relating to data
quality in a specific context of use)

Correctness (Every set of data stored represents a real world situation)

Consistency (Measures whether or not data is equivalent across systems
or location of storage.)

Portability (The degree to which data has attributes that enable it to be in-
stalled, replaced or moved from one system to another (while) preserving
the existing quality in a specific context of use)

Structure (It refers to the level of difficulty in transforming semi-structured
or unstructured data to structured data through technology)

— Traceability (The extent to which data are well documented, verifiable, and
easily attributed to a source)
« External quality

- Completeness (Refers to whether all required data is present)

- Confidentiality (A property of data indicating the extent to which their
unauthorised disclosure could be prejudicial or harmful to the interest of
the source or other relevant parties)

- Cost effectiveness (The extent to which the cost of collecting appropriate
data is reasonable)
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Efficiency (The degree to which data has attributes that can be processed
and provide the expected levels of performance by using the appropriate
amounts and types of resources in a specific context of use)

Latency (The time between when the data was created and when it was
made available for use)

Relevance (The extent to which data are applicable and helpful for the task
at hand)

Representational consistency (The extent to which data are always pre-
sented in the same format and are compatible with previous data)

Usefulness (Extent to which information is applicable and helpful for the
task at hand)

Validity (Refers to whether data values are consistent with a defined do-
main of values)

* Quality in use

Accessibility (The extent to which data are available or easily and quickly
retrievable)

Availability (The degree to which data can be consulted or retrieved by data
CONsumers or processes)

Credibility (The extent to which data are trusted or highly regarded in terms
of their source or content)

Currency (The measure of whether data values are the most up-to-date
version of the information)

Ease of operation (The extent to which data are easily managed and ma-
nipulated (i.e., updated, moved, aggregated, reproduced, customized))

Fitness (It has two-level requirements: 1) the amount of accessed data
used by users and 2) the degree to which the data produced matches users?
needs in the aspects of indicator definition, elements, classification, etc)

Interpretability (The extent to which data are in an appropriate language
and units and the data definitions are clear)

Lineage (Lineage measures whether factual documentation exists about
where data came from, how it was transformed, where it went and end-to-
end graphicalillustration)

Timeliness (Length of time between data availability and the event or phe-
nomenon the data describe)

Usability (Is it understandable, simple, relevant, accessible, maintainable
and at the right level of precision?)

We believe that the challenges as well as the data quality attributes are a good start-
ing point to describe data in a meaningful way.

51

=2



D2.1 Version 1.00 VEDL

Very Efficient Deep Learning in loT

5 Performance Metrics

Deliverable 3.1 of this project provides a detailed discussion on suitable performance
metrics for very efficient deep learning in the Internet of Thingg'} Here we provide
an extract of the most relevant metrics:

5.1 Functional Performance

Suitable metrics for functional performance are execution time of a software com-
ponent, time until successful inference, and latency.

Performance Metrics (Application), Full table will be part of Deliverable 3.1!

Execution time [s] Total execution time for inference
Latency [s] Time from recorded event
inference including preprocessing

Peak performance Peak performance when executed
[ops/s]
Achieved Performance achieved for a specific DL-model

performance
[Inferences/s]

5.2 Qualitative Performance

In contrast to the functional performance, the qualitative performance measures the
fulfilment of the qualitative aspects of the system, such as accuracy and efficiency.
The desired quality of the inference in most cases depends on the functional perfor-
mance goals.

Quality Metrics, Full table will be part of Deliverable 3.1!

I/O Bandwidth Bandwidth for data transfers

I/O Latency Latency for data transfers

Reconfigu- Dead time from starting the update

ration time [s] process till system is running again

Power [W] Total system power, averaged over one cycle
Energy [J] Total energy consumed in one cycle

Accuracy Accuracy, Precision, Recall, F1-score, F2-score, ...

5.3 Relation to intended use-case context

A key concern of performance metrics related to the intended use-case context is the
quality of training data. In addition, a measurement plan must be provided.

"The Deliverable 3.1 can be downloaded at http://www.vedliot.eu
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5.3.1 Training Data Quality

Training data quality can be described based on the quality attributes in Section(4.2.4
In a thesis, we currently investigate possible data quality attributes for datasets used
to train deep learning models. Potential metrics include:

Quality Metrics, Full table in

Accuracy Percentage of errors
Age of data Resiliency
Availability Scalability
Completeness Signal strength

Correctness of Data | Signal-to-noise ratio

Data Loss Rate Standard deviation
Elasticity Update Rate

Error Margin System Size

Error rate Useability
Estimated bias Variance
Frequency Velocity of Data
Mean of Data Volume

5.3.2 Safeguarding automation

It will be critical to automatically identify scenarios, where the desired quality and
functional goals cannot be reached. This can be due to the fact that the system is not
operated in the context it was designed for or due to other reasons that cause the
input data to the inference mechanism to deviate from the established data quality
goals. In such cases, the system must react appropriately, e.g. by deactivating certain
functionality, by shutting down, or by transferring into a mode that aims to bring the
system back to a safe state.
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6 Specification Methods

The VEDLIOT projectis focused on systems with distributed Al. Will this affect the way
a specification is written? This chapter will try to find any additional inputs or outputs
needed for the system, hardware and software specifications due to the selected Al
processing.

6.1 Specification content

The definition of what constitutes a specification varies depending on at what level
of requirements or even which design engineering it is written fFor. The specification
shall Fulfil some basic purposes. It shall

* tell the developers what to build
* let the testers know what testing is needed

* inform the stakeholders what they are getting

In most cases requirements and specifications are interchangeable. But it can be said
that requirements refer to a stakeholder need while the specification refers to a de-
tailed, usually technical description of how that need will be met.

The following three paragraphs are an excerpt from Wikipedia which summarizes the
relationship between requirements and specifications quite well [1].

‘A functional specification in systems engineering and software development is a
document that specifies the functions that a system or component must perform
(ISO/IEC/IEEE 24765) [43].

The requirements typically describe what is needed by the system user as well as re-
quested properties of inputs and outputs (e.g. of the software system). A functional
specification is the more technical response to a matching requirements document.
Thus, it picks up the results of the requirements analysis stage. On more complex
systems multiple levels of functional specifications will typically nest to each other,
e.g. on the system level, on the module level and on the level of technical details.

A Functional specification does not define the inner workings of the proposed system;
it does not include the specification of how the system function will be implemented.
Instead, it focuses on what various outside agents (people using the program, com-
puter peripherals, or other computers, for example) might "observe” when interact-
ing with the system.’

A good specification document is always reflected by the quality of requirements,
because the main elements in a specification are the requirements. Through the task
clarification process, the stakeholders’ needs, which are in the form of customer lan-
guage, are transformed into engineering terms for the designing tasks [10]. The re-
quired content of a specification has been investigated by numerous groups. Some
findings are listed below.

Sudin et al. [65] found the customer or client’s specification can be classified into
three different areas
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« verbal
» semi-developed

* full specification

Ulrich and Eppinger [82] found that a specification consists of a metric and a value.
Ullman [81] had 7 areas of classification which are

* functional performance requirement
« human factor requirement
 physical requirement

« reliability requirement

* lifecycle concern requirement

* resource concern requirement

« manufacturing requirement.

Salonen et al. [63] also had seven classes but with slightly different focus: require-
ment related to feasibility

 technical requirement

 requirement related to size and appearance
 requirement for manufacturing and assembly
» requirement related to installation and use

» requirement for service

 requirement related to lifecycle

Salonen also stated that requirements also could be classified based on their impor-
tance to the design process.

Roozenburg and Eekels [46] have identified a method for making a design specifica-
tion. The method consists of three phases that are:

« listing objectives
« analyzing of objectives

« editing objectives
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In order to achieve a complete collection of objectives and to minimize the chances
of missing relevant objectives, they referred to a checklist comprised of three major
elements that were: the stakeholder, the aspects and the product life cycle.

Therefore, to imagine the solution, while deriving requirements, could be a good
technique for specifying requirements, but ideally it should be stated as a solution-
neutral statement in a specification to avoid bias. Even though the solution is re-
quested by the customer, design engineers need to investigate the reasons behind
this solution preference before the decision to include it in the specification is made.

There is also a trade-off between the level of detail in the specification and the speed
of the development as shown in [94]. Although focusing on software development
this may also apply to the Full system specification.

6.2 Requirement and Specification processes

Most industries have processes and policy documents for the requirement process.
The figure below (figure is from a Veoneer standard showing the requirement
steps as well as the corresponding verification in the typical V process.
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Figure 6.1. Visualization of Veoneer requirement process

SW /HW
Requirements

Analyzing the detailed process documents, used by Veoneer, shows a conformance
with the previously discussed areas of specification and the description of these ar-
eas. Also the different phases, as describe by Roozenburg and Eekels [46] are covered
by the requirement steps called “Elicit and analyse” and "Structure and categorize in
System level and below”.
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As can be seen in Figure[6.1] there is a parallel track, to the requirements path, that
describes the architecture at different levels of detail. In the VEDLIOT project, we
propose a requirements managing method (see Chapter[3) that combines this into
one strict and visual process that will enable us to generate the wanted specification.

Itis obvious from Figure[6.1]that there is a feedback path from each of the verification
boxes to the corresponding requirement level. But there is also a feedback from each
lower level, in the requirement and architecture paths to the previous higher level.
At some point these feedback loops have to stop and this is referred to as “Freeze
requirements” in the Veoneer process.

In the VEDLIOT project we are developing an architectural framework (chapter 3) and
requirement method for (dynamically) distributed Al systems. This is illustrated in
chapter 3 but repeated here (Figure[6.2) for convenience.

Business Goals and Use Cases
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Figure 6.2. An architectural framework merging clusters of concerns for an Al enabled system

6.3 Technology neutral sub system definitions

As indicated by the proposed architectural framework in chapter 3 (Figure and
in the V-model in Figure[6.1]the actual selection between hardware and software im-
plementation is done at the final requirement level. The sub-system requirements
should to some extent be technology neutral. Although some Function sub-systems
are initially envisioned to be for example software, the influence of other stakehold-
ers, or clusters of concern, like for example functional safety, may force the selected
technology to be shifted. This may not have been obvious in the higher levels of ab-
straction. Also, not selecting the solution technology early may reduce the need for
multiple iterations between the different levels of abstraction.

For a dynamically distributed Al system this adds another level of complexity as the
full system is not under Full control of the implementation engineers. If some func-
tion processing are to be done in the cloud or edge or in an loT device, depending
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on the actual context, the implementation may have to shift between hardware and
software. The requirements, for example what kind of Al processing is needed, shall
be fully covered by the proposed architectural framework but the final design or im-
plementation is not set until the final level of abstraction (“design level” in Figure

6.2)
6.4 Synchronization requirements

In the proposed architectural framework shown in Figure there are functional
descriptions and operational flow charts describing the application. These are then
converted into sub components or modules. These components/modules must oper-
ate in a defined time sequence to fulfill the functional and operational flow charts.
These timing requirements are not necessarily described in the architectural frame-
work and they will also be different depending on the choice of implementation.

Although some timing requirements are obvious, like data have to be available before
the processing of data starts, the actual margin needed is probably very implemen-
tation dependent. This is especially important in a distributed Al system where the
amount of data and the time to transport data to the processing node is very depen-
dent on the system design and the final implementation.

6.5 System specification method

Many methods already exist for creating a specification of a system. The method that
fits the proposed architectural framework is a model oriented formal specification

(see Figure[6.3|below).

System ‘ \
- Formal

fequirements | e

 cnacfieation 4 \ - specification /

. specification 4
requ?rz(:r:ents High-level )
definition design

[

"~ Architectural
 design

" System )
. modelling

Figure 6.3. An architectural formal specification as part of requirements specification [80]

In the above method all activities except the formal specification is covered by the
proposed architectural framework method.

Referencing back to the architectural framework in figure 6.2, the method for deriv-
ing the formal specification is based on the output of the design level.
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The output is called a solution prototype and this includes all the components/mod-
ules needed to Fulfill the solution requirements and it is also based on a preferred ar-
chitecture. At this level, all the identified individual components/modules have their
own requirements.

At this point, all the clusters of concern by all stakeholders shall have been considered
and included. The necessary iterations between the different levels of abstraction as
well as the different clusters of concerns have to be halted (“freezed” in the Veoneer
nomenclature). All abstraction levels of the system architecture shall now have suf-
ficient information to create a specification that can be used for verification. That is,
it shall enable creation of parameters and KPI's for which it shall be possible to setup
tests and measurements with thresholds and rules indicating the fulfillment of the
requirements at all abstraction levels.

The implementation of the system shall now be based on the specification. Some
requirement may not have a clear path to the specification parameters. This may be
especially true for Al systems. A requirement could be the function reliability which
indicates certain accuracy in the Al processing network based on the initial learning
set. This set may not have been sufficiently broad and during development and im-
plementation with a wider learning set, as defined by the requirement process, it
is discovered that a higher accuracy is needed. This will then impact the processing
hardware and/or the processing time. The solution would be to have larger specifi-
cation margins in case of Al systems but this would then not be cost optimized.

Al models may be optimized after training, and there are always trade-offs. For exam-
ple the size (depth) and arithmetic precision can be modified to reduce the hardware
demands but at the cost of lower performance with respect to inference accuracy
and precision.

Anotherissueis distributed processing that relies on connectivity and third party pro-
cessing resources. Both of these resources will have very dynamic performance, with
respect to availability and latency, and need to be included in the solution. An exam-
ple iswhen an edge processing resource in a cellular base station is used forinference
and data need to be transferred from and back to the user over a cellular communi-
cation link. Both the communication and the processing capacity is dependent on
other concurrent users which will vary over time. It will put hard demands on the
selection of use-cases but also the reconfigurability of the real time system. It will
absolutely require a system monitoring process to detect situations that cannot be
handled. Some of these will be covered by the specification but it may be hard to
manage all combinations of environment conditions.

In parallel with the system specification the product/application operational design
domain (ODD) specification will be generated. The ODD is based on the selection of
system and sub-system functionality as produced through the requirements process.
The ODD may be limited for example due to conscious selection of sub-components
based on availability and/or cost. The product/application will still fulfill the require-
ments in most cases but in special cases like for example in hard to detect weather
conditions (low sun and very light rain) and similar the system will not work fully and
it will not be able to detect this condition. This has to be stated in the ODD.
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6.6 Next steps

The task of developing the architectural framework and the specification methods
will continue another 6 months within the VEDLIOT project. During this time, more
effort will be put in structuring the methods taking the output from the proposed
“cluster of concern” method and creating the system as well as the hardware and
software specifications. This includes for example how to define the specifications
for support functions like a possible operating system that manages distributed Al,
the system power control and power-on behavior.
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7 Verification Methods

Thisreport has so far discussed the proposed VEDLIoT architectural framework, method-
ology for establishing the requirements, relevant performance metrics for DL 10T sys-
tems as well as methodology for creating the specification. This chapter will discuss
how to tie those aspects together and verify the final work product by validating the
fulfillment of the specification through measurable metrics. Inthe proposed VEDLIOT
architectural framework, demonstrated in[Figure 6.2} it’s clear that verification meth-
ods should be applied on each individual box. It's also important to highlight the need

of verification methods on the horizontal dimension, providing a methodology to en-
sure the integration of the clusters of concerns, as well as the vertical dimension,
providing a methodology to verify the maintained functionality as requested.

The developed functions should be tested by different tools and methods through-
out the development process, including conceptual, as well as functional validation.
The verification process should be initiated already early on in the levels of abstrac-
tions of the architectural viewpoints and intensified throughout the process.

7.1 Simulations

Computer simulations should be considered during the early stages of the develop-
ment process as a cost effective measure to generate preliminary results. This is no
different for deep learning than traditional software development.

Simulations are mainly targeted towards the clusters of concerns Behaviour and Con-
text, Means and Resources and Communication. The Quality Concerns doesn’t neces-
sarily benefit from simulations because they are governed by existing standards such
as ISO 26262.

Simulations can be used to targetindividual boxesin the VEDLIoOT architectural frame-
work or target multiple boxes along the horizontal and vertical dimension of the
framework by increasing the scope through additional mathematical models.

7.2 System Integration testing

Verification efforts needs to go into integration testing in an iterative manner to en-
sure compatibility between subsystems. This is valid for subsystems with and with-
out components based on deep learning. This should be done through a number of
steps, including for example Software-in-the-loop testing, hardware-in-the-loop test-
ing and system-in-the-loop testing. Referring back to the architecture framework
for VEDLIOT in Figure system integration testing should involve the horizontal
of clusters of concern, focusing on the Behaviour and Context, Means and Resources
and Communication while complying with Quality Concerns.

7.3 Quality verification

Quality verification is today governed by the major standardization bodies, e.g. IEEE
and ISO, which provides a thorough guide through the necessary documentation that
should be created and provided. This is the current practice to follow regardless of
involvement of deep learning or in the traditional software.
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However, it is important to notice that the functional safety standard ISO 26262 in
today’s form does not cover deep learning. This has been identified by ISO and the
work groups are currently working on amendments to the standard to also cover deep
learning. VEDLIoT will follow the progress of the work groups.

7.4 Validation data selection

For any system using DL, the selection of validation data is crucial to properly es-
timate the correctness of DL performance. Hence, the validation data needs to be
carefully compiled to represent the likely variations in the observations where the
system will operate. An example might be a vision system trained to recognize the
location of an eye. If said system was solely trained and validated towards a data
set containing a population of blue eyes only, other variations of eye colors will have
undefined result where the variations could be improperly ignored.

7.5 Field tests

Atdifferent stages through the development process, field tests should be performed
in settings defined for the targeted function design and the intended ODD. This in-
cludes field tests in closed and controlled environments (such as test tracks) and real
life test (such as on public roads).

7.6 Next Steps

As previously outlined in this report, the report is a preliminary work report where
improvements will continue during the second period of 6 months to refine the pro-
posed methods. Naturally, the main focus of the first 6 months efforts have been
on the methods and processes behind generating the adequate requirements for ef-
ficient DL based loT systems, as a result of the projects early focus to obtain and
document the requirements for the use-cases in the project as well as to prepare for
the open calls. The second period will focus further on improving the validation and
testing methods and integrate the new features in the Flow of the overall structure.
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8 Conclusion

This preliminary report shows the state of our works with respect to requirements
engineering and specification method. While progress has been made, we have also
been successful in identifying key challenges that must be addressed. These include
the lack of reference architectures for systems such as the VEDLIoT based systems
that we anticipate in this project.

With respect to such a reference architecture, we realised a conceptual distance be-
tween the three VEDLIOT use cases, which makes it difficult to define a single refer-
ence architecture for the entire project. For example, the smart home use cases must
put significantly more emphasis on data privacy than the industrial IoT use cases. On
the other hand, functional safety is paramount to the automotive use case, but of less
importance to the smart home use case. Instead of a single architectural framework,
a compositional architectural framework was derived during focus groups within the
project consortium. Compositional thinking allows for an effective co-design of all
relevant concerns of the system-of-interest. Especially for Al components, the ar-
chitectural framework allows for effective data selection, Al model developing, and
hardware design. Qualitative aspects, such as safety, security, privacy, but also ethi-
cal aspects are explicitly considered throughout the design process. Furthermore, to
ensure functionality and quality aspects of the system, the architectural framework
considers monitoring concepts for run-time operations of the system.

Based on the architectural framework and its architectural decomposition mecha-
nisms across the key concerns of VEDLIoT based systems, a preliminary requirements
engineering method was defined. The requirements method provides initial input to
the highest abstraction level of the architectural framework, preparing the selection
and prioritization of concerns, and providing the key input for architectural analy-
sis. It then continues to describe the VEDLIoOT system under construction based on
the highest architectural framework layer and provides the foundation for further ar-
chitectural analysis. In this way, the requirements method aims to support the twin
peaks model, where work on architecture and requirements evolve in parallel. It also
allows to mix top-down and bottom-up work, providing the conceptual glue to con-
nect existing hardware concepts to high-level system concerns.

Verification methods have been described for the four main clusters of concerns. The
main effort for the second period is to improve the integration of the verification
methods towards the architectural framework.

=2

There remain howeveranumber of severe challenges that are not easily solved. Aware-

ness of these challenges is crucial when building VEDLIoT based systems and there is
hope to make concrete suggestions for addressing them in the final report. In partic-
ular, it was found that there is a lack of standardized processes to define context and
quality of data in relation to requirements. We list potentially relevant data quality
attributes as well as key difficulties in negotiating operative context across the value
chain involved in building VEDLIoT based systems.

The work in this task of defining specifications which include Al/DL processing have
identified some challenges which may be solved by more stringent evaluation of the
higher levels of abstraction or using a limited specification, with respect to Al and DL,
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and with an adapted monitoring function. It may also require a more limited ODD.
These challenges will be further evaluated in the second half of this task.

The framework and concepts described in this work package serve as direct input to
other work packages of VEDLIoT. The architectural framework and the requirement
framework are already implemented for describing the use cases and the open callin
VEDLIoT as part of Work Package 7. Concepts, such as the monitoring concept, will,
for example, enable safety and security aspects discussed in Work Package 5.
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Acronyms
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Acronym Meaning

ADAS
AEB
Al

DL
E/E
GDPR
loT
KPI
ML
NLP
OEM
ODD
RE
SAE

SHAPE-IT

VEDLIoT

65

Advanced driver assistance system
Automatic emergency braking
Artificial intelligence

Deep Learning

Electric and electronic

General data protection regulation
Internet of Things

Key performance indicator

Machine learning

Natural language processing

Original equipment manufacturer
Operational design domain
Requirement engineering

Society of Automotive Engineers
Supporting the Interaction of Humans
and Automated Vehicles: Preparing for
the Environment of Tomorrow

Very efficient deep learning

in Internet of things

VEDL

Very Efficient Deep Learning in loT
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